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Protecting your business interests

Every business
has information
that it considers

competitors can be
. very damaging to
your business.

So how do you protect your IP (intellectual property)?

Best practice is to incorporate post-termination
obligations into your contracts of employment that are
designed to protect your legitimate business interests
in the form of restrictive covenants within the contract.

Common vulnerability is in sales environments where
there is client/customer information, databases and
pricing information. However, these days where
employees have access to, and knowledge of,
confidential and sensitive details of a business’s
operations and process most employers wish to protect
all of their IP.

Such restrictive clauses are designed to be a deterrent
and make an employee think about taking your trade
secrets to a competitor. The restrictive clauses not only
are in place when an employee leaves but also during
their employment with you.

The restrictive clauses also ensure that these ex-
employees do not solicit your customers or poach your
employees. However, these restrictions must be
reasonable and must not unnecessarily restrict the
employee as they could be unenforceable. Therefore
you can tamper the restrictions to suit the level of
employee as well as the time frames and of course if a
termination is mutually agreed, the restrictive clauses
can be agreed to be waived in writing.

Defining what is “reasonable” and what is a “legitimate
business interest”in any given circumstance is not simple.
For example, a covenant which prevents an employee
from working for a competitor for a period of 12 months
anywhere within the UK may be enforceable against a
national sales manager but would not be appropriate
for, say, a hairdresser who only deals with people in the
immediate locality.

A further example can be found in covenants against
the poaching of former employees. A sales manager
might be legitimately prevented from recruiting
members of their former team for a period after their
employment ends. However, if the restriction extended
to all employees, including the office junior, it would be
difficult for the employer to argue the restriction was
reasonable, and went no further than required to protect
legitimate business interests.

If you don’t have post-termination restrictions in your
contracts of employment and if you believe that you

are facing the threat of unfair competition, you can seek
professional legal advice on taking out an Injunction
against the ex-employee.

Types of restrictive covenants
The standard types of restrictions which can be used are:

® Non-compete clauses - which put restrictions on
working for a competitor or setting up in business
and they can also contain restrictions to areas

e non-solicitation clauses — which seek to prevent the
ex-employee from actively seeking to obtain
business from your clients/customers

® non-dealing covenants — which seek to prevent a
former employee from dealing with former
clients/customers and suppliers, regardless of which
party approached the other

e non-compete clauses - which prevent the ex-
employee from seeking to entice away your
employees

For a restriction to be reasonably necessary it must not
be drafted too widely. It will be for the employer, in the
event of a clause being challenged, to show that the
clause is justified and sufficiently narrow.

Action if clauses are broken

Details of the covenants can even be sent to an ex-
employee’s new employers to place them on notice that
any breach of the covenant by the former employee
could also give rise to a claim of “inducing a breach of
contract” against the new employer. However, the
covenant must have, at least on the face of it, some
chance of being enforced if it is going to be taken
seriously by the ex-employee or their new employers.

Alternatively, you can get an injunction out against the
ex-employee, but you would need to consult with a
legal professional for this purpose.

Also worth bearing in mind is that if you terminate the
employment relationship wrongfully, for example, by
failing to follow contractual disciplinary procedures or
by failing to give due notice under the contract, then
the covenants will automatically become unenforceable,
whether reasonable or not. You may make a payment
in lieu of notice but this will not necessarily preserve
the enforceability of the covenants, especially where
there is no express right to make a payment in lieu of
notice under the employment contract.

Where an employee leaves of their own accord the
situation is different. However, the covenants still need
to be reasonable to be enforceable. For example, a
covenant prohibiting an employee from soliciting the
business of former customers with whom they were
regularly involved is more likely to be enforceable than
a covenant which simply prohibits contact with any of
the former employer’s customers, many of which the
employee may never have had contact with.

If you wish to discuss protecting your business, please
call one of our consultants for advice.
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Data protection, surveillance and privacy at work

Following a number of high
profile cases reaching the
media spot light in recent
years, the Information
Commissioners Office (ICO)
is set to get tough on
employers who contravene
the Data Protection Act.
As from the 6th April
2010 employers who
are found guilty
of a serious
breach of the
Act, may face
fines of up to
£500,000.

Until recently the powers
of the ICO have been restrictive.
Although they have always had the right to bring criminal
proceedings against a Company that has failed to notify them that
they are a data controller or have failed to keep their notification
up to date. The sanctions that they were able to impose were
relatively minimal and usually in the form of enforcement notices.

From the 6th April the ICO will have additional powers. Where the
ICO believes that an infringement of the Act is serious and is likely
to cause damage or distress and where the Company knew or
ought to have known of the risks but failed to take reasonable
steps to prevent it, the ICO will be able to impose direct‘Monetary
Notices’ of up to £500,000.

How does the Data Protection Act affect your business?

Any company that stores information relating to customers,
employees or suppliers on devices carried by themselves or their
employees is potentially at risk if they do not attempt to encrypt
or protect that data.

In addition to paper files it also covers devices such as memory
sticks, spreadsheets, databases, laptops, discs, mobile phones such
as Blackberry’s or iPhones and even the data on employee’s personal
computers and servers could pose a serious threat to your business
if this information is not password protected or encrypted. The law
also applies to companies with websites. Therefore it is crucial that
companies ensure they take the necessary steps to protect their
data from being hacked or stolen.

If a company loses or has their data stolen it will be their
responsibility to demonstrate to the ICO that they have taken
adequate steps to ensure that the data will not be able to be read
or reused if it falls into the wrong hands.
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What do employers need to do?

Companies need to ensure that they are taking adequate steps to
protect the information they hold on their employees, partners,
customers and suppliers to remain complaint with the Act. This
includes:

® Where necessary, notifying the ICO that it is a data controller

® Conducting a risk assessment to demonstrate that the Company
recognises the risks of handling personal data and has taken
steps to address them

® Having good audit arrangements in place to establish clear lines
of responsibility to prevent breaches, which includes having
written agreements in place with any third parties that process
data on its behalf

® Having appropriate policies, procedures, practices and processes
in place regarding the encryption of data where employees
carry personal data on laptops or removable media

® Complying with any codes of practice published by the ICO or
others.

Further changes to the Act are also set to come into force this
year, these include the introduction of:

® (Custodial sentences of up to 2 years in respect of the existing
offence of knowingly or recklessly obtaining, disclosing or
procuring the disclosure of personal information, without the
consent of the data controller

® Additional audit powers in relation to public sector bodies which
allow the ICO to carry out detailed compliance audits and to
interview staff (the ICO will no doubt continue pushing for
equivalent audit powers in relation to private sector).

The potential liabilities that any Company may incur as a result of
improper handling and processing of personal data are set to
increase substantially; therefore it is now a good time to make sure
you have a Data Protection Policy in place in order to remain
complaint with the Act.

For further guidance please visit the ICO’s website

www.ico.gov.uk
Or contact a member of our team.
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We are pleased to announce that HR Solutions have formed a
strategic partnership with Phoenix Health and Safety with a view to
being able to provide additional support to our current clients, as
well as to expand our service provisions.

P
Phoenix Health and Safety are the UK’s premier providers of health
and safety training and health and safety consultancy services.
Operating from a head office in Staffordshire, Phoenix Health and
Safety have consultants and training venues all around the UK.
Over the coming weeks we shall be introducing Phoenix Health and
Safety’s services to our existing clients to enable them to consider

whether adding an outsourced Health and Safety provision would
be of value to them.

In the meantime if you wish to discuss any immediate Health

and Safety issue then please do not hesitate to contact
Stacey Spencer - General Manager on 0845 500 8811, quoting

‘HR Solutions’.

www.phoenixhsc.co.uk
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